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Abstract: To improve the efficiency, resiliency, and sustainability of power systems and to address climate change
issues, the operation of power systems is becoming data centric. Major operational problems, such as security-
constrained optimal power flow, contingency analysis, and transient stability analysis, rely on the knowledge
extracted from sensory data. The manipulation of the data by a malicious actor can tamper with the operation of
the grid, whose consequences are catastrophic physical damages to the equipment and cascading failures. Data-
driven operation goes beyond power systems and applies to driverless cars and many other applications. In this
talk, we first discuss the vulnerability of complex systems to cyberattacks and faults, and then study how to learn
the model of a complex system in an adversarial environment and detect possible attacks simultaneously. We
develop different types of attack detection algorithms and learning mechanisms and demonstrate their
performances on real-world data. We show that it is possible to learn the model of a complex dynamical system
in finite time even when the system is under attack at almost all times.
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